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Cyber Security Maturity Curve
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Cyber Security Services Maturity
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Pattern Recognition – Acoustic fingerprint

acoustic 
fingerprint

Acoustic fingerprint compared against a local or cloud ML model
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Malware features = Digital fingerprint
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Digital 
fingerprint 
compared 

against a local 
ML model

Digital
Fingerprint 

Samples collected from FE ecosystem, 
vendor collaboration, research etc.

Endpoint Security

As well as thousands of advanced 
samples seen by our IR consultants

◆ It takes 7-15 days before AV engines catch 
~99% of malware 
▶ Signatures detect known malware and 

provide context
◆ Machine Learning captures larger set 

initially 



©2018 FireEye  |  Private & Confidential 

Exploit Guard – In the wild

◆APT37 Adobe Flash Zero Day - CVE-2018-4878

◆Adobe Reader CVE-2018-4990, CVE-2018-8120 

◆ “News Worthy” Zero day of 2018

◆Behavior Based Detection by FireEye Endpoint 

Security Exploit Guard on day zero

▶ No update required

▶ Detected out of the box
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https://threatpost.com/adobe-flash-player-zero-day-spotted-in-the-wild/129742/
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HX – DISRUPTS THE ATTACK LIFECYCLE
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INTEL-BASED

Malware Guard MACHINE LEARNING roadmap
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HX Enables every step of the response workflow

Alert Triage

Investigate

Acquire

Sweep

Contain

1. Is this alert true? 

2. Is there command and control activity? 

3. Is this attack automated or human controlled? 

4. Is data theft being attempted ?

5. Did lateral movement occur ?

6. What account did the attacker use?

7. What other systems were accessed ?

CONTAIN/ESCALATE

L2

L1
5

minutes
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Your Next Step for FireEye Technology

FireEye Endpoint Security (Previously HX)
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Red Team Operations Service

If you want to win a fight …

... You better do some sparring



©2018 FireEye  |  Private & Confidential 

Table Top Exercise Service
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Cyber Impacts the Business, not IT

Has The Business Practiced Responding ?
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Incident Response Retainer Service
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When The Worst Happens…

… Do You Have People Ready To Catch You?
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Compromise Assessment Service
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Have you asked….

… The Most Important Security Question?

Am I already 

Breached without 

knowing it?
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Operational Intelligence

Aids a security analyst with actionable 
context to alerts to enable better 
prioritization and informed response.  
Provides access to the full library of 
malware intelligence reporting, as well 
as actor overviews and indicator 
reports.

19

Sample Operational Intelligence

Beacon Malware Profile

FIN4 Actor Overview

Quarterly Malware Analysis - Financial 

Services

Indicator Report: FormBook Activity Report 

(Sept. 1 to 8, 2017)

Malware

Threat Actor

Industry Reports

Indicator Reports

https://intelligence.fireeye.com/reports/16-00013132
https://intelligence.fireeye.com/reports/17-00001079
https://intelligence.fireeye.com/reports/17-00002018
https://intelligence.fireeye.com/reports/17-00009951
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Threat Media Highlights
Daily Global Security News Analysis Digest

òTMH saves me 25% of my

time every day of the weekó
-CISO Top 5 Health Insurance Company



Summary
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•Guidelines from the National Association for Corporate Directors (NACD) advise that Boards should view cyber-

risks from an enterprise-wide standpoint and understand the potential legal impacts.

Source: Cyber-Risk Oversight NACD Directorôs Handbook Series 2017

ONE

•Approach cybersecurity as an enterprise-wide risk 
management issue.

TWO

•Understand the legal implications of cyber risk as 
they relate to the company.

THREE

•Give cyber-risk management regular time on the 
board’s agenda.

FOUR

•Expect management to establish a cyber-risk 
management framework.

FIVE

•Identify which risks to avoid, accept, mitigate, or 
transfer through insurance.

New regulations being introduced are requiring board 

members to monitor and acknowledge in writing that 

they accept the security risks in their organizations 

and accept the cyber programs in place. 

“To me, it’s about teaching the board that security is 

not some hairy monster out there hiding in the dark.  

Instead, it’s a risk that can be managed as an 

economic decision.”
– Stuart Berman of Steelcase

Source: Mandiant 2017 M-Trends  Report

Source: PWC Global State of Information Security 2016                   

A FRAMEWORK TO EMPOWER 
BOARDS TO MANAGE RISK 
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FireEye Sensors perform more 

than 50 Billion analyses 

over 400K unique Malware 

attacks daily

5M events per hour

> 720 active malware 

families

6.5K unique ransomware 

infections per week 

LACK OF HYGIENE

•Credential Protection

•Privilege Escalation

•Lateral Movement

•Remote Access

•Poor Process / Slow Response

•Flat Networks

•Basic Vulnerability Management

TOO MUCH NOISE

PERSISTENCE

AND TRANSLATE YOUR 
CONCERNS TO MAKE THE CASE

CONTAINED & 

REMEDIATED

THREAT UNDETECTED

72 DAYS
Median number of days to 

contain and remediate the 

threat.

Source: Ponemon The State of Malware 

Detection & Preventionò

498 DAYS
Median number of days threat groups 

were present on a victim’s network 

before detection.

Source: Mandiant 2017 M-Trends Report

“…breaches are inevitable. It is just as 

important to be ready and able to respond to 

an incident as it is to protect against threats.

- Mandiant 2017 M-Trends Report

OTHER VECTORS

•Cloud

•People

•Mobile

•Supply Chain
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Speed 

Organization 

Program Approach

Business Alignment

Governance

Intelligence

Technology
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DATA KNOWLEDGE

99 10

AD-HOC STRUCTURED

COMPLIANCE RISK

LOCK-DOWN BALANCED

INCIDENT-DRIVEN PROCESS-DRIVEN

BE STRATEGIC: 
UNDERSTAND YOUR PATH
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Cyber Security is everyone’s responsibility. 

ÁAn innocent misstep of any individual within an 

organization can lead to breach which poses disastrous 

consequences to the business.  

ÁYour IT and Security department are working to put 

security technology and processes in place, but People 

Are Often The Weakest Link In The Security Chain.

ÁIf you fail to plan, you are planning to fail.



Thank You


