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Crime Trend

Overall Crime Technology Crime

Year Loss (Million)

2011 148.5

2012 340.4

2013 916.9

2014 1,200.6

2015 1,828.9

2016 2,300.8
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Source: HKCERT
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Cyber Attack Trend 

Motives and Targets

• Malware

• DDoS Attack

• Hacking

• Defaceme

nt

• Virus

• Individuals

• SMEs

• Government Bodies

• Large Corporations

• Critical Infrastructures

• Mobile Devices

• Internet of Things

• Smart City

• Cloud

• FinTech

• Advanced 

Persistent Threat

• Ransomware



Cyber Security Incident in Hong Kong
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Commissioner’s Operational Priorities 2012 - 2018

Current approach



Priorities

Current approach



• Cyber Security Summit 2016
– Held between 16 and 18 May 2016 (3 days) @ Science Park

– Attracted more than 600 law-enforcement officers, IT experts 

and industry leaders to attend  

Prevention and Engagement Strategies



• Cyber Security Professionals Awards 
• held in Feb 2018

– Encourage the sharing of best practice in cyber security 

among Critical Infrastructures 

Prevention and Engagement Strategies



• Wide Industry Simulation Exercise 2017 
• Held in OCT 2017

– Emphasize the importance of having a cyber security 

policy through cyber security drill. 

Prevention and Engagement Strategies



• Anti-Botnet Operation
– https://www.cybersecuritycampaign.com.hk/

– Objective is to build a Botnet free city

Prevention and Engagement Strategies
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Thank You


